POSHMARK SCAM

PREVENTION CHECKLIST

When selling items online, it's essential to stay vigilant and protect yourself from potential scams.

Use this checklist to ensure your safety while selling on Poshmark or other online platforms.
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1. BEWARE OF FAKE CUSTOMERS:

AVOID CUSTOMERS WHO ASK YOU TO SEND PHOTOS THROUGH EMAIL.

USE PRIVATE CHAT OR MESSAGING ON THE PLATFORM FOR COMMUNICATION.

2. VERIFY POSHMARK EMAILS:

ALWAYS CHECK THE SENDER'S EMAIL ADDRESS IN POSHMARK-RELATED EMAILS.

LOOK FOR THE COMPANY'S OFFICIAL EMAIL ADDRESS, NOT A SUSPICIOUS ONE.

3. AVOID CLICKING CONFIRMATION LINKS:

NEVER ENTER YOUR CARD INFORMATION THROUGH AN EMAIL LINK.

USE THE COMPANY'S OFFICIAL WEBSITE FOR ANY TRANSACTIONS.

4. BE CAUTIOUS OF CHATBOX FEATURES:

POSHMARK DOESN'T HAVE A CHATBOX FEATURE FOR TRANSACTIONS.

NEVER SHARE YOUR CARD INFORMATION WITH STRANGERS.

5. VERIFY CONFIRMATION CODES:

CONFIRM THE SOURCE OF ANY VERIFICATION CODE SENT TO YOUR PHONE.

DON'T SHARE CONFIRMATION CODES SENT BY YOUR BANK WITH ANYONE ELSE.
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6. FINAL STEP AWARENESS:

DON'T RETURN TO THE SAME LINK; USE THE OFFICIAL WEBSITE
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BE CAUTIOUS IF PROMPTED TO REPEAT ACTIONS WITHIN 24 HOURS.

WHAT TO DO IF YOU GOT SCAMMED:

CHECK YOUR BANK ACCOUNT FOR UNAUTHORIZED CHARGES.
REPORT UNAUTHORIZED PURCHASES TO YOUR BANK'S FRAUD DEPARTMENT.
REQUEST A CARD CANCELLATION AND GET A NEW ONE ISSUED.

REPORT THE SCAM TO THE PLATFORM AND PROVIDE EVIDENCE.
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UPDATE ALL ONLINE ACCOUNTS LINKED TO YOUR OLD CARD WITH THE NEW ONE.

FINAL TIPS

|:| STAY INFORMED ABOUT POTENTIAL SCAMS TO ENSURE A SAFE SELLING EXPERIENCE.
|:| DON'T HESITATE TO REPORT SUSPICIOUS ACTIVITY TO PROTECT YOURSELF AND OTHERS.

|:| STAY SAFE AND ENJOY THE BENEFITS OF ONLINE SELLING RESPONSIBLY.
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